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edlgall dilas gai gl

SQL (SQL Injection - SQLI) (j6> .1
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dacls Ll lewo wigepall jie SQL (Structured Query Language) culoMeiwl (J1a<i
Jo anw JSidy padiwall allbao (o §aaill aiy A oaic lae ¢uaay .alilyll
ilill 6aclé cloMeiwl 6 looladiwl

ciloAleiw)l gi (Prepared Statements) 6 jmaall ciljliell olaaiwl pe (jgsi dilanll

Input) oa3iwall wAldao danv (o Gaaillg (Parameterized Queries) d yioljull
.(Validation

(Cross-Site Scripting - XSS) gélgall pc dinill Gaopll .2

wgll whan 6 (JavaScript dalc) 6)ln dinoy Jogni (46 (adleall Q0
wayjei wlalo dé ul yngnill ade pladiwl (jSay.gg Pl (ygoadiwall laly il
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dwlpw pladiwl (Input Sanitization) eadiwoll M0 Al pe (Jg3i dilanll
Output) pa3iwall wlbbyso jioji (Content Security Policy - CSP) (gginall ULOi
(Encoding

(Distributed Denial of Service - DDoS) dcjgall doaall cino wilaae .3

ds)n o dlile drasy ladlye] G o e dalio pe cuijiilll pe doad Jeo L] woami
lae .(Botnet o déjinall 6jmaill (1o dSuis dalc) daaeio jalno (1o jqyall
[4] duc il aldall dlaiwl (o aialg oAl 5)lgo Ellaiuy

ds o drani (Cloudflare (Jio) DDoS (jo dilasll cuload pladiwl pc (JgSi dylaall
231l dew dalyj g all

adlgall &las) csbujlaall Jissi

LUl dolell wbuwyjlaall (o degano Elio (draxnall wlyaaill dalleo Ll dalv Al
ugll yol jjoi

(CMS) sginall §jla] plAi «ugll 0315 (Jreill plAi ¢yaai Sle Bloall 1
wbin] panidi o W alipanil .ciljlam)ll a0l Al wlgéllg walalb )l

bl aclgd (2dgall 031 dagl (yo JSJ 623309 digd jgyo0 wilals pladiwl 2
(Password Manager) jgjall wlalS pao oladiwl .dolaiwll wblung
Ackuy gl gSa)

aaniall (u cViMl gray ponil SSL/TLS (HTTPS) wihblaul Gulai .3
hao yulg .gdlgall gran) gjgp 12e .dwlbunll wlilwl dlas) pslallg
Auig il 6)Laill gélgo
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cAlbaay 13l daill 03cg peadiwall wAbio dav (o Ganillg duaii .
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bl 6acls o0 laviy jAi

wiljlioMl o GisMl aall vililaellg (roadiwall giog wiljliodl Juéi .
amaillhg ol dojall

WAF jaqs :(Web Application Firewall - WAF) cugll calaulnil dlaall jlao .
Guinai gu HTTP jgyall dSpa dranig didho JAS (o drabh] dilas dailn
cuipiivlg cugll

e waasll olAiil Guinillg palall callouw desljog (Logs) callauull didlyo
.0gLu0 bl le

Brute-) dauulell dgall ciloam gial (Rate Limiting) wallbll Jago (jo 2l .
Joal Jouwi aalbhanm e (Force Attacks

igll pghig prani 6 dludiuall ailaliyl

JSaiw il dunlll alebidl (o aaell dlieg ghaiwl cugll alle jglai)
:wugll pghhig arani J1diwo

(Machine Learning) d/\ll aleig (Al) ,clinmn\l ¢[S3)l 1

dalell dnmio cug ki @adil elinwl cSAll pladiwl gouasill .
p@iMAdig amSglu Sle ¢liy (jroadiwall

wlaolgll pladiwl ylji (Chatbots) duusjall wliqugyg (gl (pacluall -

o3l Jeldi (il elihndl ¢lSAL dogeaoll duuajall wiligigyg diignll
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cluiy elibm\l ¢lSA)l pladiwl (Generative Design) saugill auanill .

LAl ilosonig cillayin

604 &



(Decentralized Web / Web3) (s jS yoMl cugll .2

calénni ¢l i Egldl eilidi elaaiwl (Blockehain) (puid Elglul Guibs -
.duolallg oMl o 2y jy lao (1 jSyo palgs e aaiei M (dApps) dijS ol cug

NFTs (Non-Fungible Tokens) Jio aimlao :(Digital Ownership) diad Jl Gislall -
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dy)2i Jogi cug 2dlgo :(Progressive Web Apps - PWAs) droadill cugll wildulni .
wuifiid Juoil (gga Joell dilso| 2o (Native Apps) dlinMl caléunill adii
Jranill de juug dyygall ciljle iy

Ul drwlll ¢laMl Gunléo (i Gle jiSyill jloiwl Core Web Vitals i«
SEO watinig padiwall dijai e Jigi

(Privacy-First Design) dunginill gai angall aramill .5

Ll gdlgall arani Gle jiSjill alajiw wlibl dungns Gliu waglaall ylji go -
laolasiulg cililll gas d1a1S Jga psl dialauh yégig padiwall dungns ojini

(Sustainable Web Design) olaiuwall aranill .6
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Gelas Jisl juo i calujlao oladiwlg wlalall aao
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[11 Web Security Basics” - https://www.cloudflare.com/learning/security/what-is-web-security/
[2]1“SQL Injection” - https.//www.owasp.org/www-project-top-10/201//al-injection

[3] “Cross-Site Scripting (XSS)” - https.//www.owasp.org/www-project-top-10/2017/a7-cross-site-
scripting-xss

[4]“Whatis a DDoS attack?” - https.//www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/
[5] “HTTPS as a ranking signal” - https://developers.google.com/search/blog/2014/08/https-as-
ranking-signal
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